
JO IN  US  . . .  I F  YOU  DARE !

Cybersecurity
with MnCCC

A  HA L LOWEEN-THEMED  WORKSHOP  SPONSORDED  BY  THE

INFORMAT ION  SERV I CES  SUPPORT  GROUP  ( I SSG ) !

A  Hybr i d  E v e n t  Ho s t ed  by  MnCCC
Reg i s t e r  now  a t  www .mnc c c . o rg / r s vp

OCTOBER  27 ,  2021  |  9 :00  AM
Br i n g  your  c yb e r s e c u r i t y  qu e s t i on s  and  j o i n  th e  f un !



Agenda

We lcome &  In t roduc t i ons9 :00-9 :15

Cybersecur i t y  Has  An  Opera t i ona l  E f fec t i veness  Prob lem 
S tephen  Reese  and  Thomas B lade ,  Arc t i c  Wo l f  &  Mar ty
Ward ,  TSG 
Cybera t tacks  on  s ta te  and  l o ca l  agenc i e s  cause  ha rm ,  d i s rup t  ac t i v i t i e s  and
i n te r fe re  w i th  the  de l i ve ry  o f  se rv i ces .  Acco rd i ng l y ,  most  o f  these  agenc i e s
have  i dent i f i ed  cybe r th rea t  management  a s  a  top  IT  p r i o r i t y  bu t  s t rugg l e
w i th  the  l a rge  i nves tment  needed  and  o f ten t imes  have  an  i ne f fec t i ve
approach  as  they  l a ck  h i gh l y - t r a i ned  pe rsonne l ,  24x7  v i g i l ance  and  advanced
techno logy  to  he l p  ga the r ,  ana l yze  and  ac t .  A r c t i c  Wo l f  p rov i des  a  conc i e rge
secu r i t y  ope ra t i ons  fo r  l o ca l  gove rnment  o rgan i za t i ons  to  s tay  ahead  o f
cyber  r i s k  wh i l e  de l i ve r i ng  10x  sav i ngs  ove r  bu i l d i ng  an  i n te rna l  secu r i t y
opera t i ons  cen te r  (SOC) .  

9 :15-10 :15

Psycho log ica l  Cybercr ime  |  3  Que t i ons  to  Preven t  Soc ia l
Eng ineer ing  A t tacks
James  Motz ,  MyTech

Recogn i z i ng  the  i nd i ca to r s  o f  a  soc i a l  eng i nee r i ng  a t tack
Tra i n i ng  you r  t eam members  on  how  to  respond  and  de fend  aga i ns t  a t tacks
Unders tand ing  the  psycho l ogy  o f  soc i a l  eng i nee r i ng  and  why  i t ’s  so
e f fec t i ve

Not  eve ry  a t tack  on  you r  o rgan i za t i on ’s  ne twork  i s  a  poor l y  spe l l ed  s cam ema i l .
Somet imes  the  impersonat i ons  a re  c l eve r ,  po l i shed ,  and  pe rsona l l y  t a rge ted .
Th i s  t ype  o f  a t tack ,  c a l l ed  “ soc i a l  eng i nee r i ng , ”  i s  so  dangerous  because  i t  c an
c i r cumvent  t r ad i t i ona l  secu r i t y  i n f r as t ruc tu re ,  a l l  w i th  a  s i ng l e  conv i nc i ng
phone  ca l l ,  t ex t ,  ema i l ,  o r  even  i n -pe rson  v i s i t .  Fo rget  exposed  se rve r s  o r
f i r ewa l l  vu l ne rab i l i t i e s :  i f  a  bad  ac to r  i s  t r y i ng  to  spec i f i c a l l y  t r i c k  you r  t eam
members ,  t he  odds  o f  a  b reach  sky rocket .  Jo i n  u s  fo r  th i s  educa t i ona l  sess i on ,
where  you ’l l  l e a rn  s imp le  gu i de l i nes  to  p ro tec t  you rse l f  and  you r  t eam f rom a l l
f o rms  o f  soc i a l  eng i nee r i ng  –  no t  j u s t  spam ema i l s .  Lea rn  about :

10 :30-11 :30

Thank  you  to  eve ryone  who  he l ped  make  th i s  event  poss i b l e  and  to  you  fo r

j o i n i ng  us  today !  We  hope  to  see  you  a t  one  o f  ou r  nex t  events !

Break  T ime !10 :15-10 :30

11 :30-12 :30 Lunch



D imi t r i os  H i l t on ,  M inneso ta  Secur i t y  Consor t i um (MNSec)
Th i s  p resenta t i on  w i l l  demonst ra te  how  the  M innesota  Secu r i t y  Consor t i um
has  Imp lemented  e f fec t i ve  I n fo rmat i on  Secu r i t y  P rograms  fo r  Count i e s  and
Loca l  Gove rnment  o rgan i za t i ons .  We  w i l l  demonst ra te  how  we  o rgan i ze  and
work  w i th  IT  S ta f f  to  ge t  r ea l  secu r i t y  t a sks  done ,  desp i t e  the  enormous
amount  o f  t a sks  IT  Depar tments  a l r eady  have .  Eve ryone  shou ld  have  a
secu r i t y  p rogram ,  and  we  s t r i ve  to  make  tha t  poss i b l e  and  a f fo rdab l e .  We  w i l l
a l so  wa l k  th rough  rea l  a  Case  S tudy  and  show you  have  the  p rogram was
deve l oped .

12 :30-1 :30

What 's  Coming  and  How to  Prepare  |  MyTech 's  2022  I T
Forecas t
Nate  Aus t in ,  MyTech

Hybr i d  work fo rce  p roduc t i v i t y  and  M i c roso f t  365  changes
Te l econfe renc i ng  op t i ons  l i ke  Teams  Rooms  tha t  seam less l y  b l end  i n -pe rson
and  v i r tua l  meet i ngs
New secu r i t y  s tanda rds  fo r  c ybe r - i n su rance ,  l i k e  MFA  and  MDR/EDR
New adm in i s t r a t i ve  secu r i t y  approaches ,  f rom I n fo rmat i on  Secu r i t y
Assessments  to  I n c i dent  Response  P l ans

Modern  IT  i s  cons tan t l y  chang ing :  eve ry  yea r  b r i ngs  new  s tandards  and  th rea ts .
The  sooner  you  s ta r t  p repa r i ng  fo r  what ’s  on  the  ho r i zon ,  t he  l e s s  l i ke l y  i t  i s  t o
d i s rupt  you r  t eam ’s  impor tan t  work  –  and  now  i s  t he  t ime  to  s ta r t  th i nk i ng
about  2022 .  No  mat te r  you r  o rgan i za t i on ’s  s i ze ,  t he  f i r s t  s tep  i s  a lways  the
same :  f i gu re  ou t  what ’s  com ing  and  what  those  changes  w i l l  mean  fo r  you .  Lea rn
more  about :

Get  i n s i gh ts  on  new  secu r i t y  s tanda rds  and  p roduc t i v i t y  i nnova t i ons ,  and  l ea rn
how you  can  augment  you r  cu r ren t  se tup  –  i n  bo th  b i g  and  sma l l  ways  –  to
manage  the  d i s rup t i ons  tha t  IT  changes  a lways  b r i ng .  Jo i n  u s  fo r  th i s  b i g -
p i c tu re  sess i on  as  we  ta l k  th rough  some  o f  the  b i gges t  changes  com ing  fo r  IT
i n  2022 .

Workshop Wrap-Up
A  t ime  to  co l l e c t  p r i zes  and  say  goodbye  un t i l  nex t  t ime !

3 :00-3 :15

1 :30-2 :00 Break  T ime !

2 :00-3 :00

Agenda
Cont i nued


